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Abstract. Given is a deal of ten cards over three players, such that two
players each get four cards and the remaining player (the ‘eavesdropper’)
two cards. We show that there does not exist a protocol of two steps
for the four-card players to inform each other safely of their hands of
cards, and we then present a protocol of three steps that achieves that
goal. We verify the properties of that protocol by combinatorial and,
mainly, logical (model checking) means. No such three-step protocol for
cards was known. The method can be generalized. This will advance the
characterization of card deals for which such exchanges of secrets are
possible.

1 Knowledge-based protocols for card players

From a pack of seven known cards two players A and B each draw three
cards and a third player C gets the remaining card. How can A and B
openly (publicly) inform each other about their cards, without the third
player learning from any of their cards who holds it?

This problem is often known as the Russian Cards Problem [16] and goes back to
[9]. Such issues in cards cryptography have been investigated in the logical and
model checking community [19,4,17,11], including related issues in epistemic
puzzles, and also in combinatorics and theoretical computer science [7,14,10,
20], including related issues in bit-exchange protocols.

One solution for the riddle is as follows. Suppose that the actual deal of cards
is that agent A has {0, 1,2}, B has {3,4,5} and C has {6}.

— A says: My hand is one of 012, 046, 136, 145, 235.
— B says: C’s card is 6.

After this, it is common knowledge to the three agents that A knows the hand
of B, that B knows the hand of A, and that C' is ignorant of the ownership of
any card not held by herself.

We can also see these two sequences as the execution of a knowledge-based
protocol. Given A’s hand of cards, there is a (non-deterministic) way to pro-
duce her announcement, and given her announcement, B always responds by
announcing C’s card. The protocol is knowledge-based, because the agents ini-
tially only know their own hand of cards, and have public knowledge of the deck
of cards and how many cards each agent has drawn from the pack. We can imag-
ine agent A producing her announcement as follows from her initial knowledge
(so, indeed, it is a function of her local state to her action):



Let my hand of cards be ijk and let the remaining cards be Imno. Choose
one from ijk, say, w.l.o.g. i, and choose two from Imno, say Im. Three
of the hands in my announcement are ijk, ilm, and ino. From Im choose
one, say [, and from no choose one, say n. The two remaining hands are
jln and kmo. Announce these five hands in random order.

This first step of such a protocol extends to a trivial second step wherein B
announces C’s card. It can be viewed as an unconditionally secure protocol,
as C' cannot learn any of the cards of A and B, no matter her computational
resources. The security is therefore not conditional on the high complexity of
some computation.

The Russian Card problem can be seen as the (3,3, 1) instance of the general
(a,b,c) case, where A, B, C hold a,b, ¢ cards, respectively. When can A and B
communicate their hands of cards to each other, and when not? And how many
steps are needed in a protocol realizing this?

Some results are found in [7,16,1,2]. An announcement by a player in a
protocol is always equivalent to the announcement of a set of alternative hands
including the actual hand. There are two-step protocols for a wide range of cases,
for example, merely to mention some instantiations of more general patterns, for
(4,2,1), for (22,22, 1), and for (10, 18,3) (an instantation of [2, Theorem3] for a
deck of p? + p + 1 cards, for prime p = 5).

The protocol above is a two-step protocol: B’s answer depends on hearing
A’s announcement; he does not know what C’s card is initially. Surprisingly,
there are ‘one-step protocols’ of a kind: a different way to produce the sequence
012, 046, 136, 145, 235 is to observe that the sum of the cards in every triple is
3 modulo 7. So A could execute the protocol wherein she announces the sum of
her cards, modulo 7. Agent B could also have done that, and even at the same
time as A (alternatively to announcing C’s card, after A’s announcement) [2]. We
require that A and B make their announcement in some order and therefore keep
calling that a two-step protocol as well. In [2] we have proved that for (n,n,1)
with n > 2 there is a two-step protocol, with A announcing the sum of his cards
modulo 2n 4+ 1 and B announcing C’s card. Recently we have generalized this
result to provide two-step protocols for (n,m,1) with n,m > 2.

There does not always exist a protocol for (a, b, ¢), for two players to exchange
their hands of cards. For example, this is not possible when each player holds one
card [7]. If there exists a protocol for (a,b,c), is it always possible to make the
exchange in two steps? Other works [7,14,10] give protocols of various length,
three, four, or more steps—but without a proof of minimality. The answer to
that question is: no. This contribution presents a three-step protocol for (4,4, 2)
and a proof that no shorter protocol exists.

2 Logical preliminaries

Protocols for card deals consist of public announcements. Public announcement
logic [13,3] is an extension of multi-agent epistemic logic. Its language, struc-
tures, and semantics are as follows.



Given are a finite set of agents A and a countable set of propositional variables
P. The language of public announcement logic is inductively defined as

pu=p| o] (eAY) | Kap | Carp | [lo]d)

where p € P, A € A, and A’ C A. For K4, read ‘agent A knows formula ¢’.
For C 4/, read ‘group of agents A’ commonly know formula ¢’. For [lp]i, read
‘after truthful public announcement of ¢, formula ¢ (is true)’.

An epistemic model M = (S,~,V) consists of a domain S of states (or
‘worlds’), an accessibility function R : A — P(S x S), where each ~4 is an
equivalence relation, and a valuation V : P — P(S). The accessibility relation
~ar is defined as ({Jy ey ~a)*. For s € S, (M,s) is an epistemic state, also
known as a pointed Kripke model.

Assume an epistemic model M = (S, ~, V).

M,sEp iff s € V(p)

M,sE-p it M, slp

M,sEpAY it M,s|Epand M,s =9

M,s = Kap iffforall t € S:s~y4timplies M,t ¢

M,sECuap iffforall t €S :s~4 timplies M,t = ¢

M, s E [le]y iff M, s = ¢ implies M|p, s =
where the model restriction M|p = (S’,~', V') is defined as S’ = {s’ € S such
that M,s" = ¢}, ~y =~anN (8" x 8") and V'(p) = V(p) N S’. Complete proof
systems for this logic are presented in [13, 3].

Our definition of a knowledge-based protocol consisting of announcements is

a special case of the knowledge-based program & la Fagin et al. [6]. Instead of each
agent choosing an action conditional on her knowledge, each agent chooses an
announcement conditional on her knowledge. Although as a concept it is fairly
obvious, it has not been singled out in the literature so far.

Definition 1 (Knowledge-based protocol). A knowledge-based protocol for
public announcement logic is a finite sequence of instructions determining se-
quences of announcements. Each agent A chooses an announcement KA1 con-
ditional on that agent’s knowledge K op. The chosen announcements are uttered
simultaneously, i.e., an |A|-tuple of preconditions of form Kapa determines an
announcement !/\AEA Kava. The protocol is assumed common knowledge be-
tween all agents.

In this work, we further assume that only one agent makes an announcement
at the same time, that announcements are alternating between agents A and
B, and that agent A starts the protocol. Given an initial epistemic model M, a
protocol execution is a sequence of announcements determined by a knowledge-
based protocol effecting successive model changes. The set of all such execution
sequences is the extensional notion of protocols as in [12].

The protocol execution above consists of an announcement by A followed by
announcement by B that can be modelled in public announcement logic as

a_announc = K 4(0124 V0464 V 1364 V 1454 V 235 4) (1)
b_announc = Kg6¢ (2)



where n;, for 0 < n < 6 represents that agent 7 has the card n, and where nmk; is
an abbreviation for n; Am; Ak;. Note that A’s announcement is indeed a function
of A’s knowledge, because K 40124 entails K 4(012,4V046 4V 1364V 1454V2354),
and that also B’s announcement is a function of his knowledge.

We need some more card deal terminology in the continuation. Given players
or agents A, B and C and a, b and ¢ cards, with a + b + ¢ = d. The cards are
shuffled and dealt to the agents. A gets a cards, etc. This is a card deal of size
(a, b, c). A condition holds for a protocol if it holds after every execution sequence
of the protocol. A protocol is safe if it preserves common knowledge of ignorance
of C'. A protocol is A-informative if after termination it is common knowledge
that A knows the card deal. A protocol is B-informative if after termination it
is common knowledge that B knows the card deal. These three conditions are:

d—1

b_knows_as = /\ (KBnA Vi KBﬁnA) (3)
n=0
d—1

a_knows_bs = /\ (KAnB Vv KA—|TLB) (4)
n=0
d—1

c_ignorant = /\ (ﬁKan A ﬁKan) (5)

n=0

The protocol for (3,3,1) in the introductory section is safe, A-informative, and
B-informative because after A’s public announcement of (1) it is true that

Capc (bknows_as A c_ignorant) (6)
and after B’s public announcement of (2) it is true that
Capc(b_knows_as A a_knows_bs A c_ignorant) (7)

where we write Capc for Cpa g c}- Note that Capc (b_knows_as A c_ignorant)
holds whenever one of the hands in (1) is the actual hand. Tt is therefore suf-
ficient to check that (b_knows_as A c_ignorant) is a model validity after the
announcement.

The model checker DEMO (for ‘a Demo of Epistemic MOdelling’) has been
developed by van Eijck [18]. It is written in Haskell. DEMO allows the represen-
tation of epistemic models, performing updates with epistemic actions such as
public announcements, and evaluating epistemic formulas in epistemic models
or epistemic models resulting from update execution. The syntax of dynamic
epistemic logic in DEMO is fairly similar to the standard language defined
above, e.g., Kp(8s A 9p) is represented by K b (Conj[Prop (R 8),Prop (R
9)] (DEMO syntax only allows atoms called P, @, or R, with number labels) and
Capcc-ignorant by (CK [a,b,c] c_ignorant). Instead of the single-pointed
epistemic states (M, s) defined above, DEMO allows multi-pointed epistemic



states: the set of designated points of the model stands for the current uncer-
tainty about the actual state. If all points of the model are designated, checking
the truth of a formula in that model means checking if it is a model validity (we
will use this in the continuation). In DEMO, the names of states must be natural
numbers, starting with 0. Let the model M be rus and the actual state be 0,
then the verification that M, s E Cypcc-ignorant is represented in DEMO by

Main> isTrue (rus 0) (CK [a,b,c] c_ignorant)
True

The model resulting from updating (rus 0) with a public announcement of the
formula b_knows_as is represented by (upd (rus 0) (public b_knows._as)).
A multi-pointed model has a list of states instead of a single state, as in (rus
[0..224]). The DEMO script employed in this paper is similar to the one in
[17] that treats the (3,3,1) case (but the protocol is very different).

3 There is no two-step protocol for (4,4, 2)

We show that there does not exist a protocol in two steps, consisting of one an-
nouncement by A and one announcement by B, for (4,4, 2). We prove this using
the upper and lower bounds for the number of hands in a safe announcement as
in [1], namely by showing that the minimum number of hands is greater than
the maximum number of hands. We recall that any announcement whatsoever
must be equivalent to an announcement of alternative hands (see [16] — this is
for the simple reason that the denotation of an announcement known to be true
by the agent making it, is a union of equivalence classes for that agent; and an
equivalence class is characterized by a hand of cards for that agent).

Consider an announcement consisting of alternative hands and containing
the actual hand. An announcement is more informative if it consists of fewer
hands. The most informative announcement consists of announcing the actual
hand. The least informative announcement consists of announcing all hands.
However, an announcement is safer if is consists of more hands. Clearly, the
safest announcement consists of announcing all hands. But that announcement
is uninformative. In [1] lower and upper bounds are given for the number of hands
in an announcement. In the following, ‘good’ means ‘safe and B-informative’.

— [1, Prop.1] The number of hands in a good announcement is at least

(a+b+c)(c+1)

a

— [1, Prop.2] The number of hands in a good announcement is at least

(a+b)(a+b+c)
b(b+c)




— [1, Prop.3] The number of hands in a good announcement is at most

(a+b+c)l(c+1)! {a+c+1J
b+c)lc+a+1)! [ c+1

— [1, Prop.4] The number of hands in a good announcement is at most

(@+b+c)(c+1)! |b+2c+1
al(b+2c+1)! c+1

The two propositions for lower bounds should read ‘at least the ceiling of”,
and those for higher bounds ‘at most the floor of’. We obviously need integers.
Which of the two lower bounds is sharper, depends on the card deal (a, b, ¢); and
similarly for the two upper bounds. For (4,4, 2), [1, Prop.2] delivers a lower bound
of 4 and [1, Prop.3] a higher bound of 12. That is not problematic. However, the
other two propositions prove that:

Proposition 1. There is no two-step protocol for (4,4,2).

Proof. For a lower bound, apply [1, Prop.1]. For (a,b,c) = (4,4, 2), the number
of hands required is at least

{(HH:)(CHW _ {104'3} _[75] 8.

For a higher bound, apply [1, Prop.4]. For (a,b,¢) = (4,4,2), the number of
hands required is at most

3] =75 ="1.

{(a+b+c)!(c+1)! b+2c+1JJ _ {140!;?;! ng _ LE'

al(b+2c+1)! c+1 3 4

As a safe and B-informative announcement for (4, 4,2) should contain at least
eight and at most seven hands, it cannot exist.

4 A safe and informative announcement

The first step in the three-step protocol that we propose employs a block design
[15]. We recall the definition of a t-design with parameters (v, k, A) (also called
a t—(v, k, ) design). Relative to a v-set X (i.e., a set with |X| = v elements)
this is a collection of k-subsets of X called blocks with the property that every
t-subset of X is contained in exactly A blocks.

Announcements in protocols for card deals may be, but do not have to be,
block designs. Given a deal with parameters (a,b, c), we take v =d =a+b+ ¢,
and k = a (the blocks are A-hands). For (3,3, 1), the announcement 012 034 056
135 246 is not a design. The announcement 012 034 056 135 146 236 245 is a
2—(7,3,1) design—each number pair occurs once. And it is a 1-(7, 3, 3) design—
each of the numbers 0 to 6 occurs three times.



Now for the card deal of size (4,4,2). Consider the following 2—(10,4,2)
design L4 listed in the database Design DB [5].

0123 0145 0267 0389 0468 0579 1289 1367 1479 1568 2345 2478 2569 3469 3578

The set L4 is a 2—(10,4,2) design, because each pair occurs twice. It is also a
1-(10, 4, 6) design: each card occurs 6 times; but it is not a 3—design, e.g., triple
012 is in, but triple 018 is out. The block size 4 corresponds to the number of A’s
cards. Would this make a suitable announcement for A? Not every quadruple
occurs in the design. What if A’s hand of cards is 01247 Consider the following
protocol.

Definition 2 (Protocol OneStep for A’s announcement). Let {i,j,k, [} be
A’s hand of cards. Select a member {m,n,o,p} from La. (We do not assume
that i,7,k,l or m,n,o,p are ordered by size, as in 0123.) Select a permutation
7 of 0..9 such that w(i) = m, w(j) = n, n(k) = o, w(l) = p. Let w(L4) be the
collection induced by permutation 7. Player A announces w(La). (Le., A says:
“My hand of cards is one of w(L4).”)

This is a knowledge-based protocol, because A knows her hand of cards. If 0123
is A’s actual hand, the selected element of L4 is also 0123, and the selected
permutation is the identity, then A’s announcement corresponds to the following
public announcement.

K,(0123, Vv 0145, V 0267, V 0389, V 0468, VV 0579, V 1289, V 1367,V (8)
1479, V 1568, V 2345, V 2478, V 2569, V 3469, V 3578,)

We now show that this is a safe announcement. There are two ways to go about
this: a combinatorial proof, and more logical proof, namely by means of dynamic
epistemic model checking.

Proposition 2. Protocol OneStep is safe.

Proof. The combinatorial proof uses the two combinatorial safety requirements
formulated in [1]. They are:

— CA2. For every c-set X the members of £ avoiding X have empty inter-
section.

— CAS3. For every c-set X the members of £ avoiding X have union consisting
of all cards except those of X.

For (4,4,2), and £ = L4, CA2 guarantees that, if C' holds the two cards in X,
then after A announces L4, C does not learn one of A’s cards (if a card occurs
in all A-hands that C still considers possible, then A must have that card). CA3
guarantees that C' does not learn one of B’s cards (if a card does not occur in
all A-hands that C still considers possible, and C' also does not have that card,
then B must have that card).

Let X = {0,1} (X = 01). From the fifteen hands in L4, there are six con-
taining 0 and six containing 1 (it’s a 1-design with A = 6)—of which two contain



the pair 01 (it’s a 2-design with A = 2): ten hands contain 0 or 1. Consider the
five remaining hands 2345 2478 2569 3469 3578. Some numbers occur three times
(2, 3, 4, and 5) and some twice only (6, 7, 8, and 9). But all numbers occur at
least once—so they are contained in the union of these five hands—and at least
once not—so they are not in the intersection of these five hands. Therefore, for
X =01 the conditions CA2 and CA3 are satisfied.

This holds not just for 01 but for any ij. There are always five hands that
do not contain ¢ and j, because of the design properties. If a card k # i, j were
to occur in all those five hands, it would only occur once in the remaining ten
(as L4 is a 1-design wherein each card occurs 6 times). But there must be two
occurrences of the pair ik, as L4 is a 2—design wherein each pair occurs twice. So
no card k occurs in all remaining hands. However, if a card k # 4, j were to occur
in none of those five hands, it would occur six times in the ten hands containing
1 or j. One can easily see that the maximum number of allowed k-occurrences is
four, otherwise there would be more than two ¢k or more than two jk pairs. So
it can also not be the case that k does not occur in any of the remaining hands.

Alternatively, we can achieve this result by model checking. The requirement is
then that after £4 it is common knowledge, given the actual deal of cards, that
C is ignorant. This requirement is satisfied if it is a model validity that C' is
ignorant. Therefore, the proof is:

Main> isTrue (rus [0..224]) c_ignorant
True

This succinct line hides the computation behind it. Also, the structure of the
epistemic model resulting from £4 will serve us in extending Protocol OneStep
to a full protocol—we did not mention so far what B learns from L 4. The next
subsection presents this model, and some statistics on the model checking.

5 The model before and after the first announcement

The initial model has (140) (2) = 3150 states/deals. After A’s announcement of

15 hands it is reduced to 15 - (Z) = 225 states, that are labeled from 0 to 224.
Appendix A shows the equivalence classes for the three agents in this model. For
example, it indicates that in the deals 0..14 agent A has the same hand (another
part of the DEMO specification, not shown, nails down which hand).

Figure 1 depicts a part of the epistemic model after A’s announcement. This
is a ~pc-equivalence class (we write ~pc for ~;p ¢}). All states in this class can
be distinguished by A. The model consists of 15 such subgraphs (an A-class also
consisting of 15 states, one in each of these subgraphs). In the picture, the solid
lines represent accessibility for C' and the dashed lines accessibility for B. Note
that in 12 of the 15 states B knows the deal, and that in the remaining three
({0,59,104}) B considers three possible hands for C. The numbers in the points
refer to the deals that appear in the equivalence classes of Appendix A. The state
named 0 represents the deal 0123]4567|89, i.e., where A’s hand is {0, 1,2, 3}, B’s
hand is {4,5,6,7} and C’s hand is {8,9}.



0: 0123 4567 | 89
15: 0145 | 2367 | 89
30: 0267 | 1345 | 89
105: 1367 | 0245 | 89
150: 2345 | 0167 | 89

104: 1289 | 4567 | 03
133: 1479 | 2568 | 03
148: 1568 | 2479 | 03
178: 2478 | 1569 | 03
193: 2569 | 1478 | 03

c={1,2}

59: 0389 | 4567 | 12
74: 0468 | 3579 | 12
89: 0579 | 3468 | 12
204: 3469 | 0578 | 12
219: 3578 | 0469 | 12

Fig. 1. The epistemic model for B and C' after A’s announcement

The verification in epistemic logic of Proposition 2 was represented by

Main> isTrue (rus [0..224]) c_ignorant
True

and to similar effect we can check

Main> isTrue (rus 0) CK [a,b,c] c_ignorant
True

The computational cost of this check depends on some inessential but for practi-
cal purposes important parameters. Table 1 shows the runtime required to check
Proposition 2 with DEMO in a 2.26 GHz processor, runningGHCH, version 6.12.3
over Ubuntu Linux 9.10. Two formulas that represent the ignorance of C' about
card n are provided. The first is the one used in (5). The second checks C’s ig-
norance only for cards that C' does not hold. Both formulas are equivalent in the
model. There are also two ways for checking C’s ignorance. The first one (central
column) is by checking that ignorance of C' is common knowledge at some point
in the model (0 in this case). The second one (right) is by checking that C’s ig-
norance is a model validity. As the model is connected, both ways are equivalent
in the model. The minimum time corresponds to checking that (5) is a model
validity. The improvement for the lower, conditional formula for C’s ignorance is
only when checking common knowledge. We have also checked c_ignorant (5)
in the (initial) model prior to A’s announcement, and the cost of announcing £ 4
(8) in that initial model. This takes 13.2 seconds.

We have used the Haskell script in Appendix B to demonstrate that the epis-
temic model after executing Protocol OneStep indeed consists of fifteen ~pgc—
connected subgraphs like the one in Figure 1, where all points in one such sub-
graph are all different for A. Function (goodGraph n) checks that every point
n in the epistemic model after the execution of Protocol OneStep belongs to a
~pc—graph like that of Figure 1.
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C'’s ignorance about n |(rus[0]) = Capcc-ignorant|(rus) = c_ignorant
-Kena N—-Keng 629 256
—nc — " Kena AN -Kcnpg|b44 399

Table 1. DEMO’s runtime in milliseconds to check Proposition 2 in several ways

Main> foldll (&&) (map goodGraph [0..224])
True

By showing the structure of this model we have demonstrated (or rather
corroborated) two aspects of Protocol OneStep. Firstly, given an actual hand of
A, the actual announcement is not £4 but m(£4). That does not change the
model structure, as this merely involves renaming atoms. In fact, we have done
this anyway: ‘B holds 8 is not an atom 8z in DEMO, but some R 8 (see the
previous section). So this involves only further renaming. Secondly, the point of
the structure need not be card deal 0123|4567|89, as here, but can be another deal
of cards wherein A holds another hand of cards in £4. But the model looks the
same from any such different perspective. This is as expected: for any two hands
X and Y of the design, there are (many) permutations = such that 7(X) =Y
and m(L£4) = L4, in other words, these permutations induce automorphisms of
the design. The remaining sections will not refer to design theory phenomena —
the further extensions of the protocol are not designs.

6 A three step protocol for (4,4, 2)

We now present a three-step protocol for (4, 4, 2) that extends Protocol OneStep.

@ A’s announcement

|

@ B announces three possible hands for C'
(C’s hands in the graph for B and C)

|

@ A announces C’s hand

Fig. 2. Protocol ThreeSteps for (4,4,2)
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Definition 3 (Protocol ThreeSteps).

Step 1. A announces (a permutation of) (8). Call this L4, as before.

Step 2. B announces that C has one of three hands. These are the three C
hands in the ~pgc—connected part of the model M|L 4.

Step 3. A announces the hand of C.

Proposition 3. Protocol ThreeSteps is safe.

Proof. The safety of Step 1 is guaranteed by Proposition 2. The effect of Step 2
is to reduce the epistemic model to just one ~pc-class like the one depicted in
Figure 1. As it contains three complete ~c—classes, the ignorance of C' remains
common knowledge. Step 3 reduces the model to a single ~c—class. So, again,
common knowledge of ignorance is preserved.

Proposition 4. Protocol ThreeSteps is A-informative.
Proof. Agent A knows the deal after Step 2. All ~ 4-classes are then singletons.
Proposition 5. Protocol ThreeSteps is B-informative.

Proof. Agent B knows the deal after Step 3: a ~¢-class consists of five singleton
~ g-classes.

7 A probabilistic protocol

Consider a 15-state ~p¢-class, as in Figure 1. It seems appealing for B to an-
nounce the card deal in the twelve cases where he knows the card deal, and only
to continue the protocol in the three cases where he does not know that. This is
not safe (Figure 3), but we can make it safe (Figure 4 and Definition 4).

Look at Figure 3. If B knows the deal after A’s announcement at Step 1, B
announces C’s cards and the protocol finishes in just two steps. It is Step 2’ in
Figure 3. Otherwise, the protocol continues as in Figure 2 and takes three steps.

After every step in Figure 3 agent C' remains ignorant about any card of A
and B, but this becomes different when C' also knows the protocol. Kerckhoffs’s
Principle [8] says that the protocol should be common knowledge: the design
of a security protocol should be done under the assumption that an intruder
knows everything about the protocol except the key. For cards communication
this means that we may assume that C' knows everything about the protocol
except the hands of A and B; i.e., C' knows the flowchart in Figure 3. If B
announces C’s cards in Step 2 he implicitly announces b_knows_as and if B
announces some alternative hands for C' he implicitly announces the negation of
that. Fortunately, we have that

Main> isTrue (upd (rus [0..224]) (public b_knows_as)) c_ignorant
True

This is not trivial (there remain four indistinguishable card deals for C, and that
is enough in this case to keep her ignorant) but unfortunately, we also have that
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@ A’s announcement

|

= B knows the deal? Yes

No

@ B announces three possible hands for ' @ B announces C’s hand
(C’s hands in the graph for B and C)

|

@ A announces C’s hand

End

Fig. 3. An unsafe protocol for (4,4,2)

Main> isTrue (upd (rus [0..224]) (public (Neg b_knows_as)))
(Neg c_ignorant)
True

When C' is informed about B’s ignorance, she learns that the actual deal is the
only one in C’s pentagon (see Figure 1) where B does not know the deal: A
gains full knowledge of the card deal.

The protocol in Figure 3 is unsafe. The problem is that B performs Step 2 only
if he does not know the card deal. The link is broken in Protocol ProbSteps—see
Figure 4.

Definition 4 (Protocol ProbSteps).

Step 1. A announces (a permutation of ) L4.

Step 2’. If B knows the deal then with probability p < 1 B announces C'’s hand.

Step 2. If B does not know the deal after Step 1 or if B did not execute Step
2’°, then B announces the three C-hands in the ~pgc—class.

Step 3. If Step 2 was executed, A announces the hand of C'.

Proposition 6. Protocol ProbSteps is safe.

Proof. In case that the protocol follows the sequence of Steps 1, 2, 3, it is like
Protocol ThreeSteps, so it is safe (Proposition 3). Note that when B performs
Step 2, he is not implicitly announcing his ignorance of C’s cards, because there
is non-zero probability that B performs Step 2 when he knows the deal. When
the protocol consists of Steps 1 and 2’ it is also safe, because (as before)
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@ A’s announcement

B knows the deal?

Yes
—_— B flips a coin -—

No
Tail Head
@ B announces three possible hands for C
(C’s hands in the graph for B and C)
@ A announces C’s hand @ B announces C’s hand <

End

Fig. 4. A probabilistic version of the protocol

Main> isTrue (upd (rus [0..224]) (public b_knows_as)) c_ignorant
True

The following two propositions are obvious.

Proposition 7. Protocol ProbSteps is A-informative.
Proposition 8. Protocol ProbSteps is B-informative.
Proposition 9. The average length of Protocol ProbSteps is 3 — 0.8p.

Proof. Given that the permutation of (8) announced by A at Step 1 is randomly
chosen, then on the further assumption that all cards deals are equally likely
(random probability distribution), the probability that B knows the deal after
A’s announcement is 0.8. (B knows the deal in four out of five states in every
~c-pentagon.) As p is the probability of then announcing the deal, the protocol
has length 2 with probability 0.8p, and it has length 3 with probability 1 — 0.8p.
So the average length of the protocol is

3(1—0.8p) + 2(0.8p) = 3 — 0.8p

When p approaches 1, this probability approaches 2.2. (It cannot be 1, as the
protocol is then unsafe again.)

The value of p in Proposition 9 is common knowledge. Agent C' can apply
Bayes’ Theorem when B performs Step 2, to calculate the probability for B not
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knowing the deal:

P(Step 2|-b_k _all)P(—b_k _all
P(=b_knows_all|Step 2) = (Step 2] n;t(u;ta )2)( nows-all) =
€p
1x0.2 0.2

T 02+08(1—p) 1-08p

This is the probability for C' to correctly guess the deal when Step 2 is performed
with B is still ignorant.

It remains safe ‘in principle’ to have a large p value but that also increases the
probability that the eavesdropper C' correctly guesses the deal. We can reduce
the probability of guessing if we consider a parallel execution of n instances of
the protocol, where the secret is the conjunction of the n deals. The probability
of guessing correctly is then multiplied to the power of n, and can therefore be
reduced as much as we want.

8 Conclusion

For a card deal of size (4, 4, 2) we have shown that there does not exist a protocol
of two steps for the four-card players to inform each other safely of their hands
of cards. We have presented a three-step Protocol ThreeSteps that achieves that
goal. We verified the properties of that protocol by combinatorial means, using
properties of block designs, and also by model checking in DEMO. Future work
involves investigating other designs, in order to find protocols of at least three
steps for card deals of size (a,b,¢) for ¢ > 2 (for ¢ = 1 and two steps, a full
characterization is known). This will advance the characterization of card deals
for which such exchanges of secrets are possible.
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A Equivalence classes after A’s announcement

cA = [[0,1,2,3,4,5,6,7,8,9,10,11,12,13,14],[15,16,17,18,19,20,21,22,23,
24,25,26,27,28,29], [30,31,32,33,34,35,36,37,38,39,40,41,42,43,44] , [45,46,
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47,48,49,50,51,52,53,54,55,56,57,58,59] , [60,61,62,63,64,65,66,67,68,69,
70,71,72,73,741, [75,76,77,78,79,80,81,82,83,84,85,86,87,88,89] , [90,91,92,
93,94,95,96,97,98,99,100,101,102,103,104] , [105,106,107,108,109,110,111,
112,113,114,115,116,117,118,119], [120,121,122,123,124,125, 126,127,128,
129,130,131,132,133,134], [135,136,137,138,139, 140, 141,142,143,144,145,
146,147,148,149], [150,151,152,153,154, 155,156, 157,158,159,160,161,162,
163,1641, [165,166,167,168,169,170,171,172,173,174,175,176,177,178,179],
[180,181,182,183,184,185,186,187,188,189,190,191,192,193,194],
[195,196,197,198,199,200,201,202, 203,204,205 ,206,207,208,209] ,
[210,211,212,213,214,215,216,217,218,219,220,221,222,223,224]1]

cB = [[0,59,104],[1],[2]1,(31,[4],[5,44,119],[e6],[7],[8],[9],[10],[11],
[12],[13],[14,29,164],[15],[16,87,132],[17],[18],[19,72,147],[20], [21],
[221,[23]1,[24],[25]1,[26],[271, [28],[30],[31,82,191],[32],[33],[34,67,
176], [351, [36], [37]1,[38], [39], [40],[41],[42],[43], [45], [46,78,220], [47],
[481,[49,63,205], [50], [511,[52], [53], [541, [551, [56], [57]1, (58], [601, [61],
[62],[64]1, [65], [66]1,[68],[691,[701,[71],[73],[74]1,[75],[76],[77]1,[79],
[80], [81],[83]1,[84], [85],[86],[88],[89],[90],[91],[92,141,186],[93,126,
1711, [941,[95], [96], [971,[98],[99], [100], [101],[102],[103],[105],[106],
[107,139,217],[108,124,202],[109],[110],[111],[112],[113],[114],[115],
[116],[117]1,[118],[120]1,[121],[122],[123], [125], [127],[128],[129], [130],
[131],[133],[134],[135],[136],[137],[138], [140], [142], [143], [144], [145],
[146],[148],[149],[1501,[151],[152,170,215],[153,185,200], [154], [155],
[156], [157]1, [158], [159]1, [1601, [161],[162], [163], [165], [166], [167],[168],
(1691, [172],[173],[174],[175],[177],[178],[179],[1801, [181],[182],[183],
[184],[187],[188],[189]1,[1901,[192],[193], [194], [195], [196], [197],[198],
[199], [201], [203], [204]1, [206], [207], [208], [209], [210], [211], [212], [213],
[214], [216],[218], [219], [221], [222], [223], [224]]

cCc = [[0,15,30,105,150],[1,16,60,135,151],[2,17,1562,180,195], [3,18,153,
165,210]1, [4,19,75,120,154], [5,20,45,90,155], [6,31,61,106,166], [7,32,107,
121,196], [8,46,62,91,1971,[9,47,92,122,167],[10,33,108,136,211], [11,34,
76,109,181],[12,48,93,137,182],[13,49,77,94,212],[14,35,50,95,110], [21,
36,63,138,168]1,[22,37,78,123,183], [23,64,96,139,184], [24,79,97,124,169],
[25,66,111,141,213],[26,81,112,126,198], [27,51,67,142,199], [28,52,82,127,
214],[29,69,84,129,144], [38,65,98,125,170] , [39,80,99,140,185] , [40,70,156,
171,216],[41,85,157,186,201], [42,57,72,173,203], [43,58,87,188,218], [44,
73,88,174,189],[53,68,113,128,200], [54,83,114,143,215], [55,71,158,187,
2021, [56,86,1569,172,217], [69,74,89,204,219], [100,146,162,191,206] , [101,
131,163,176,221],[102,117,132,177,207], [103,118,147,192,222] , [104,133,
148,178,193],[115,145,160,175,220],[116,130,161,190,205], [119,134,149,
208,223], [164,179,194,209,224]]

B A Haskell script

import List
goodGraph :: Integer -> Bool
goodGraph n =

let



-- ccl: C-class with n (a pentagon)
ccl = head (take 1 (filter (\x -> (elem n x)) cC))
-- bcl: points B-accessible with ccl (4 singlet. + 1 triang.)
bcl = foldll (++)
(take 5 (filter (\x -> (intersect x ccl) /= [1) cB))
-- cc2: C-classes with points in bcl (three pentagons)
cc2 = filter (\x -> (intersect x bcl) /= []) cC
-- cc3: points in the three pentagons
cc3 = foldll (++) cc2
-- bc2: B-classes with points in cc2 (12 singlet. + 1 triang.)
bc2 = filter (\x -> (intersect x cc3 /= [1)) cB
-- na: number of A-classes with elements in the graph
na = length (filter (\x -> (intersect x cc3 /= [1)) cA)
in
-- 1: all the A-classes are represented (1 point per class)
na == 15 &&
-- 2: in the B-classes there is just one triangle
length (filter (\x -> (length x) == 3) bc2) == 1 &&
-- 3: in the B-classes there are 12 singletons
length (filter (\x -> (length x) == 1) bc2) == 12 &&
-- 4: in the C-classes there are 15 points (3 pentagons)
length cc3 == 15
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